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CNNVD-202002-1101 Centreon
CNNVD-202002-1120 Moxa
CNNVD-202002-1245 Red Hat
CNNVD-202002-975 Cisco
CNNVD-202002-017 CIRCL
CNNVD-202002-095 lup
CNNVD-202002-109 GitLab
CNNVD-202002-234 Bosch

Avaya Equinox
Management 123 7
G
(CNNVD-202002-131




CNNVD-202002-1104 DNN *D)
CNNVD-202002-1319 Avaya
CNNVD-202002-036 D-Link
CNNVD-202002-107 IBM
CNNVD-202002-159 Bestwebsoft
CNNVD-202002-653 .
CNNVD-202002-654 |/ \nassian
CNNVD-202002-670 CloudBees
Palo Alto
CRIR Az Networks Palo Alto Networks
Real Estate Expedition Migration
i CNNVD-202002-893 Cor_mecte o/l\ Tool %jﬁﬁj\z SR
CNNVD-202002:896 MOZIHAZZ%i (CNNVD-H202002-731
CNNVD-202002-962 | SilverStripe )
CNNVD-202002-979 Cisco
CNNVD-202002-1105 MIELE
CNNVD-202002-1157 Honeywell
CNNVD-202002-1196 Supsystic
Cloud Foundry
CNNVD-202002-1273 YN
CNNVD-202002-043 IBM Security Directory
IR CNNVD-202002-692 Server i n) B A
1 T IBM (CNNVD-202002-043
CNNVD-202002-1147 )
CNNVD-202002-086 Squid
CNNVD-202002-099 ipmitool
CNNVD-202002-130 Cisco
CNNVD-202002-132 ClamAV
CNNVD-202002-200
Qualcomm
CNNVD-202002-210
12 | P XAEER CNNVD-202002-377 (CNNVD{—MZOZOOZ—SGG
CNNVD-202002-388 )
CNNVD-202002-397
Google
CNNVD-202002-400
CNNVD-202002-401
CNNVD-202002-402
CNNVD-202002-407
CNNVD-202002-1192
CNNVD-202002-437 Foxit




CNNVD-202002-438

CNNVD-202002-439

CNNVD-202002-440

CNNVD-202002-441

CNNVD-202002-443

CNNVD-202002-444

CNNVD-202002-493

CNNVD-202002-510

CNNVD-202002-528

CNNVD-202002-566

CNNVD-202002-572

CNNVD-202002-577

CNNVD-202002-579

CNNVD-202002-580

CNNVD-202002-585

CNNVD-202002-595

Microsoft

CNNVD-202002-587

CNNVD-202002-605

CNNVD-202002-606

CNNVD-202002-607

CNNVD-202002-608

CNNVD-202002-609

CNNVD-202002-610

CNNVD-202002-611

CNNVD-202002-612

CNNVD-202002-613

CNNVD-202002-614

CNNVD-202002-615

CNNVD-202002-616

CNNVD-202002-617

CNNVD-202002-618

CNNVD-202002-619

CNNVD-202002-620

CNNVD-202002-621

CNNVD-202002-622

CNNVD-202002-623

CNNVD-202002-624

CNNVD-202002-631

CNNVD-202002-639

CNNVD-202002-642

Adobe

CNNVD-202002-733

Huawei

CNNVD-202002-745

netsurf-browse
r




CNNVD-202002-797

PCRE

CNNVD-202002-826

Accusoft

CNNVD-202002-909

Netsurf-brows
er

CNNVD-202002-910

IBM

CNNVD-202002-914

Netsurf-brows
er

CNNVD-202002-1020 |  ProFTPD
CNNVD-202002-1023 |  Samsung
CNNVD-202002-1060 Patriot
CNNVD-202002-1111 | Pure-FTPd
CNNVD-202002-1137 Moxa
Microsoft Windows User
Profile Service J5 B &%
13 o B CNNVD-202002-542 Microsoft E27) =l
(CNNVD-202002-542
)
CNNVD-202002-131 Cisco Cisco 10S XR &=tk
o ¥ AT R FAF BRI
AT CNNVD-202002-1127 Moxa (CNNVD-202002-131
)
CNNVD-202002-080 Nextcloud
CNNVD-202002-714 SAP T -
a
CNNVD-202002-866 ABB & ;‘;;J " ?;;;ﬁ;ﬂw'
15 | vili#ssissie | CNNVD-202002-1045 | openHAB TP DAIRIY
REE d (CNNVD-202002-080
CNNVD-202002-1114 Moka )
CNNVD-202002-1140
CNNVD-202002-1289 Tonnet
CNNVD-202002-033 SysJust
CNNVD-202002-146 | Creenbone
Networks
CNNVD-202002-152 _
Atlassian
CNNVD-202002-158 CloudBees Jonki
CNNVD-202002-431 libgd U _‘t’“PI €es 1‘;”6 %'”3 .
= |8
S CNNVD-202002-550 |  Microsoft At FUgin TS e
16| AEFE CNNVD-202002-668 i
(CNNVD-202002-668
CNNVD-202002-675
CloudBees )
CNNVD-202002-677
CNNVD-202002-679
Palo Alto
CNNVD-202002-729
Networks

CNNVD-202002-860

O-dyn




CNNVD-202002-961 W.eSFem
Digital
CNNVD-202002-997 Cisco
CNNVD-202002-1047 | Trend Micro
CNNVD-202002-1061 Dell
CNNVD-202002-1068 | Open-Xchange
CNNVD-202002-052 Fortinet
CNNVD-202002-451
CNNVD-202002-1118 Moxa
CNNVD-202002-1122
CNNVD-202002-849 Kaseya NEC Aterm WF1200C.
CNNVD-202002-868 Codecov Aterm WG1200CR #1
17 BAE RS M4 | CNNVD-202002-996 Aterm WG2600HS 4
HEA CNNVD-202002-1003 NEC YE &G NI
CNNVD-202002-1004 (CNNVD-202002-100
CNNVD-202002-1187 Druva 4)
CNNVD-202002-1236
CNNVD-202002-1239 .
Cisco
CNNVD-202002-1242
CNNVD-202002-030 SysJust
CNNVD-202002-247 NetCracker
CNNVD-202002-355 TestLink Mg(‘/’gfsﬁrisx"";l_
18 SOL 7\ CNNVD-202002-430 : r);r;l;ss R
CNNVD-202002-796 (CNNVD-202002-796
Software )
CNNVD-202002-1005 IBM
CNNVD-202002-1029 Red Gate

1. Foxit Reader F1 PhantomPDF %R E AR IRH

(CNNVD-202002-435)

Foxit Reader for Windows #il Foxit PhantomPDF for Windows
AR EAENT (Foxit) 2w [ — 33T Windows - & ] PDF SCA%
B

Foxit Reader 9.7.0.29478 J¢Z Hihl4~ (Windows ~F-£) #1 Phant

omPDF 9.7.0.29455 }% 2 BikA (Windows “F& ) HAELE &R M 4L



RN, IR TR T AEXT R RAT BAE Z AR e A Sk i 0 R
AEAE o Bl vl A Bh % 2 i O B SO A B e R AE S R AR ) BT
AT SR

HAT R Tgeab T UMEEIRT, #b T 3R B

https://www.foxitsoftware.com/support/security-bulletins.php
2. Symantec Endpoint Protection #1 Small Business Edition JEAJS

JA (CNNVD-202002-472)

Symantec Endpoint Protection (SEP) #1 Symantec Endpoint Pro
tection Small Business Edition (SEP SBE) #J&35 [ %€ 14: 7% (Sym
antec) A &) 7% 5 - Symantec Endpoint Protection /& — 2 [y i 2 4 4 .
ZHA T ES Y A B R S IR 2 2B P DiEE. Symantec Endpoint
Protection Small Business Edition #&—21& H T~ A /N A b i i s 22 42
B4 A

Symantec SEP 14.2 RU2 MP1 Z Rk A1 SEP SBE 14.2.55609.
2100 Z A FAS FAFAEE NI o Bt 2 Al A H s T B 284K
5.

HET) SR AT A T UME IR, #b T 3RECEE R

https://support.symantec.com/us/en/article.SYMSA1505.html
3. Lenovo XClarity Administrator {52 JtERKIFE

(CNNVD-202002-809)

Lenovo XClarity Administrator (LXCA) #&F E B4 (Lenovo)

NE M EEP AR E PRI %7 R RE IR ST AR AF



P 288 2T HAL A5 3 AR PR B B T e

Lenovo LXCA 2.6.6 Z i ilA H A2 45 2tk 5 s T« B0t A0
IR AR ZNAE, Vi ia— el E S, Bl 44, 1P sk, o
S i 2 6 o

HAETT i 2xA Tkt T UMB R, b T 3R BUEE R -

https://support.lenovo.com/us/en/product_security/LEN-29477
4. Cisco NX-OS Software {54E%E # il BJsH (CNNVD-202002-1221)

Cisco NX-OS Software &3 E B} (Cisco) AR HI—FEAZHHL
8 FH B O R RS A .

Cisco Nexus 3000 Series Switches #1 Nexus 9000 Series Switch
es (A&7 standalone NX-OS #:0F) H1) NX-OS Software HHAE7E(E
A8 B R U o I AR X A R iz eI S8 BGP MD5 S A il
5 HAh NX-OS w8857 BGP 23k LA R il S WA 52 2520 -

- NX-OS Software 9.2(1)fx A<

- NX-OS Software 9.2(2)f 4~

- NX-OS Software 9.2(3)fix A<

- NX-OS Software 9.3(1)f4<

HAET w2 xA gkt T UME BRI, b T 3R

https://tools.cisco.com/security/center/content/CiscoSecurity Advisor
y/cisco-sa-20200226-nxo0s-bgpmd5
5. Nextcloud Server ¥{4& i iR (CNNVD-202002-065)

Nextcloud #& 1% & Nextcloud 2 &) 1) —& IR ) B L8 A )25



AL REEN AT & .

Nextcloud Server 17.0.1 hitAs A7 7 240 Dy & Al iV - 10 T
U5 W28 R G B it oK 78 0 S LR 0 SRR Bl R S o By n A A
Dyt B 34T Bk o

HAETT i 2xA Tkt T UMB R, b T 3R BUEE R -

https://nextcloud.com/security/advisory/?id=NC-SA-2020-002
6. Google Chrome W ARIE4ERIEIA (CNNVD-202002-376)

Google Chrome /&35 [E 4k (Google) 24 & it —3k Web ] 5188 .

Google Chrome 80.0.3987.87 Z Hif ik A< 1) storage 17-7E 4 AL
UERRRIE T, IR TR P VA 78 0 AT SR o I AR L 3w A
BORE A B HTML D2 A A 12 0 T e 199 30t B

HElT i 2RA T gkt T UME BRI, b T SRR -

https://chromereleases.googleblog.com/2020/02/stable-channel-upda
te-for-desktop.htmi
7. Red Hat Undertow A JEH (CNNVD-202002-1245)

Red Hat Undertow &3 [E 41§ (Red Hat) A& [1—# T Java
fr R N Web IRS52%, A& Wildfly (Java B ARSS28) BRIAAT Web AR
554

Red Hat Undertow H' ] AJP JEHZ 28 AEE BRI T » I AE I
i LR 2 T 1 OS2 5 10 I 55 4 Y Web B2 IR Fr S I AT g Bk
(A

HAET) 2 A g T UME R IR, FRIEIEE ' E 0L



http://undertow.io/

8. Cisco Data Center Network Manager AR AT A5 5] #2641 e &
JRIH (CNNVD-202002-975)

Cisco Data Center Network Manager (DCNM) &£ [FHEEl (Ci
sco) AHE K EHIETLEH RS . ZRG0EH T Cisco Nexus Al
MDS RAAZHAL, FEPA-E TG e E AN MR HERR 55 D EE .

Cisco Data Center Network Manager (DCNM) Release 11.3(1)
LRI ) REST AP S 5 A7 LEA R VE Rl R U i 25 1] i) ALRs 7 5 2
R R e S Bt e ivant DRV BT kil L a1 vy =8 4 s v S B BUR E W
AERALBIRIK = BEAT B A B0 1E I A 1) 15 SR A F 12 117 S T+ AL PR

HE) i 2RA T gekh T MEE IR, #b T SRR

https://tools.cisco.com/security/center/content/CiscoSecurity Advisor
y/cisco-sa-20200219-dcnm-priv-esc
9. Avaya Equinox Management B&4238 Pl 1H

(CNNVD-202002-1319)

Avaya Equinox Management (iView) f&3%[E Avaya A& f)—%&
SVE BRARR T %

Avaya Equinox Management R9.1.9.0 & 2 Hi iR A dr 7778 B8 42
PR o B0ty 25 PR 12 T U7 1) IR Al 55 2% B 52 PR H S A ST

HAE) w2 RATT gk T UME BRI, 4T 3R

https://downloads.avaya.com/css/P8/documents/101064450

10. Palo Alto Networks Expedition Migration Tool B&¥5iERIyiER



1 (CNNVD-202002-731)
Palo Alto Networks Expedition Migration Tool /&3 [ Palo Alto
Networks A & f)— KL & %ng (BE) T T A,

Palo Alto Networks Expedition Migration Tool 1.1.51 X Rk
AR AR S i 1E SR O IE I, %IRRT %8 78 7 Mt AT 85 3k 35 SR O
SER7 /AP v 8 T 2 I RS REA S HE AR =S AE T (2

HEr) m et gt T LMER IR, #bh ] 3R %

https://security.paloaltonetworks.com/CVE-2020-1977
11. IBM Security Directory Server Jn%% u) @RI

(CNNVD-202002-043)

IBM Security Directory Server ;&3 [E IBM A [—EH T
=R HRVIR P (LDAP) H4v B E At . Z B FefE—A
AT BB O B s B ZE A, FH T S Beiik

IBM Security Directory Server 6.4.0.0 X2 & A< (6.4.0.20 hii A
CER) AR N b) BRI, R TR T AR R AT 1 B B N
%o Bk 7 AT B 2 VIR e RS B

HET) SR AT A T UME IR, #b T 3RECEE R

https://www.ibm.com/support/pages/node/1288660
12. Android & X8 RIFFE (CNNVD-202002-366)

Android #2& 3 [E 23 5k (Google ) A T F5 B 45 16 (AR OHAD
[F)—E L Linux ARG IR ERE RS

Android H ] packet_fragmenter.cc SC#f#) ‘reassemble_and_dispa



tch” BEUFAEZ M X ERIe, ZIRFAIE TR NL AT . s
Bk & vl R AZ IR PAT AR o LR 77 il R RCAS 32 B 520 -

- Android 8.0 hxA<

- Android 8.1 flRAS

- Android 9 fiiA

- Android 10 fiiA

HET R AT geab T UME IR, #b T 3R B R

https://source.android.com/security/bulletin/2020-02-01
13. Microsoft Windows User Profile Service 5 B4R

(CNNVD-202002-542)

Microsoft Windows J& 3 [ fi# (Microsoft) 2 & —EMN Nk
28 B ERE R G

Microsoft Windows User Profile Service FFAF{EFEBURI, %R
T5 TR e A AT SRR A 2 o B3 Al & s B R G s 17 R i
S A e A R IR TR SR T RLRR, M s ST A S A o BATR 7 i S i
N AR

- Windows 7

- Windows 8.1

- Windows RT 8.1

- Windows 10

- Windows Server 2008

- Windows Server 2008 R2



- Windows Server 2012

- Windows Server 2012 R2

- Windows Server 2016

- Windows Server 2019

- Windows 10 ffiAs 1607

- Windows 10 x4 1709

- Windows 10 x4 1803

- Windows 10 ffz4s 1809

- Windows 10 ffz4s 1903

- Windows 10 kA< 1909

- Windows Server iz4A< 1803

- Windows Server izA< 1903

- Windows Server A< 1909

HET i 2SxAT gkt T UME BRI, b T 3R BUER :

https://portal.msrc.microsoft.com/zh-CN/security-guidance/advisory
/CVE-2020-0730
14. Cisco 10S XR #HXAMFAHF 8 44RIH (CNNVD-202002-131)

Cisco 10S XR /&£ HEEEL (Cisco) 27 —F NI KK &I
REJRAE R G

Cisco 10S XR H#] Cisco Discovery Protocol SZEAF 764 AL 7
FFER A RN, 2 IRTRYR TR 7 A IR SRS A R A R B

Al E I R IX = [ Cisco Discovery Protocol 4k £ F FH 1% PA



BAUR AT A AR o

Hur) m et gorh T LMER IR, #bh ] 3R %

https://tools.cisco.com/security/center/content/CiscoSecurity Advisor
y/cisco-sa-20200205-iosxr-cdp-rce
15. Nextcloud Server v ¥l RIEH (CNNVD-202002-080)

Nextcloud =% [E Nextcloud 2 =] i —& IR B F65 U4 R
AL R IEE N P&

Nextcloud Server 14.0.4 filAs A7 7E 7 W P2 H F iR T . Bk
A B o) ) SR FH 12 IR 3R BB S S

HElT i 2xA gkt T UME BRI, b T 3R BUER -

https://nextcloud.com/security/advisory/?id=NC-SA-2019-003
16. CloudBees Jenkins NUnit Plugin XA o] IR

(CNNVD-202002-668)

CloudBees Jenkins (Hudson Labs) #&3£[E CloudBees 2\ 7] ) —
BET Java FFRPIFFEEER TR . %77 & BB T W R A
FRAS R AT R I B A — 26 5 i 04T AT 55

CloudBees Jenkins H#f) NUnit Plugin 0.25 } 2 Rij it A7 AEACHD
A AR, IR T AR A I E XML AT &5 K B 1 XML ZhE
AR 7 o Bl IA 2R TR OO S S, HEAT IR S5 4 im 15 SR D
i B AR 4 iR 55

HAET) w2 A gkt T UME BRI, 4T 3R

https://jenkins.io/security/advisory/2020-02-12/



17. NEC Aterm WF1200C. Aterm WG1200CR #1 Aterm WG2600HS
BAERG A SIEAIH (CNNVD-202002-1004)

NEC Aterm WF1200C 53 /& H A< H (NEC) A F] HJ—#K Lk
% A% o

A 1.2.1 X2 HiRAS[E 444 NEC Aterm WF1200C. f#fH 1.2.1
Je 2 B AR 44 Aterm WG 1200CR A4 F 1.3.2 2 2 Al i AR i AS i 14
ff] Aterm WG2600HS H A7 7E#AF R G dir LIENIRTH . Bl vl B
UPNP T e F A Z I LA root BRPATAF R R G w2

HAETT i 2xA T gkt T UME R, b T 3R BUERE -

https://jvndb.jvn.jp/en/contents/2020/JVNDB-2020-000016.html
18. Progress Software MOVEit Transfer SQL ¥ AJRTH

(CNNVD-202002-796)

Progress Software MOVEit Transfer s&3%[& Progress Software /A
] BB AR R A

Progress Software MOVEit Transfer 2019.1.4 2 B #) 2019.1 iR A&
F12019.2.1 Z HiH7 2019.2 R A H ) REST API f7#7E SQL vEN I .
Wi 2 nl A B ZJm A V5 17 MOVEIt Transfer £i#iE 22, T GeHEMN Hi %4
PEIERI AR AN Z, 04T SQL 5 A,

HAE w2 xATT kb T UME BRI, 4 T 3R

https://community.ipswitch.com/s/article/MOVEit-Transfer-Security

-Vulnerabilities-Feb-2020
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=\ EXRETE
3.1 B} CDP &L N ZERIABHAER

ITH, EZEERZ4eRFE (CNNVD) UE| % T BE CDP %%
A AR RHRE, SRR 8000 R4 IP 1%k
CDP i AR $4T IR (CNNVD-202002-127. CVE-2020-3110). &
F VoIP 1L CDP iz A2 A% P 4T I i ( CNNVD-202002-128
CVE-2020-3111) 252 M. FUIA X i g, mr bl
FEPATAT EACHY, SREL R GEA PR . LRl Firepower 1000 Series. 10S XRv
9000 Router. Nexus 1000V Switch. [P Conference Phone 7832. Video
Surveillance 8000 Series IP Camera %5 £ Fk 3t #5151 32 db I RS20 . H A1,
BRVE T SRAIRTAN TR T IR, 3 P KB R 7 52 2R
SO, PSRBT .

i ) & 9T

BRFA R R E — K 2 ik )7 N, CDP 2R} (Cisco)
THRE ZE BIREERRE) M HR, 322 RN A b b2 1) R}
WAARHTE BRI JUERTA R &, GFACHL. BEhds. IP
HLTE AR LA, ARSI T CDP Wi, Hixeei g i) BN S
F CDP.

1. BRI TE 8000 £7%1 IP £&5k CDP mfE AP AT MR

(CNNVD-202002-127. CVE-2020-3110):



SRR 12 8000 41 1P $5A% Sk ) CDP B s 5l BL7E A bt H 4 1
] DevicelD “FET, fA7EHE IR . @it F H IR, BahE
AT DA H b 15 A S5t e R AR BAT B 48 R 55 Bt

2. 8&} VoIP H ik CDP i A2 Ui H1 AT e (CNNVD-202002-128
CVE-2020-3111)

AR VoIP HL 1l () CDP Bl S UL fig i CDP i & 71 1) PortID
By, ARAEAR I IR o 30 R FH eI v, B0 2 T AR H AR 15 4% 58
itz FRARADPAAT BAE 26 AR 55 B it

3. BF} 10S-XR CDP #% b7 1F ffiwild (CNNVD-202002-131.
CVE-2020-3118)

FFH10S XR ) CDP HMI SEI, 7EfEHT CDP 1 3R A, (1 HE 48 = 1
H BN (Lbfnie s IDS 30 ID 25, AR AL T R IR . @
o F TR, Mo AT DLE H breg i #8 EPATAEEAUD, SRR S
BUBR o

4. BB} NX-OS CDP R 44T IwH (CNNVD-202002-130-.
CVE-2020-3119)

BATH B NX-0OS BAFH) &) CDP il SEIl, FEMMT &4
PoE (Power over Ethernet) i >K<Exff) CDP H4lE AL, fF7EFkik
Il o G eI, Mo AT DA B AR S AL AT AR B AR,
KRG -

5. B E FXOS. I0S XR. NX-OS CDP #i 4 IR %5 ¥ i

(CNNVD-202002-129. CVE-2020-3120)



Z47H BR FXOS. 10S XR 8% NX-0S #4111 4%, H CDP #hil
SEIAFAE 5 46 AR 55T o« R B R, B3 el DA AT X L
BAE R H AR & 34T 4R 40 IR 55 B o

fEE RN

R IR Lo i ) B 2, ol LR PUTAE 2, SRELR S
PR - JE} Firepower 1000 Series. 10S XRv 9000 Router. Nexus 1000V

Switch. IP Conference Phone 7832. Video Surveillance 8000 Series IP

Camera 5 2 Kk 52 bRiFRm, BHAKWT:

F5 | RA 25

1 A8 ASR 9000 Series Aggregation Services Routers

Carrier Routing System (CRS)

Firepower 1000 Series

Firepower 2100 Series

Firepower 4100 Series

Firepower 9300 Security Appliances

I0S XRv 9000 Router

White box routers running Cisco I0S XR

2 AL Nexus 1000 Virtual Edge

Nexus 1000V Switch

Nexus 3000 Series Switches




Nexus 5500 Series Switches

Nexus 5600 Series Switches

Nexus 6000 Series Switches

Nexus 7000 Series Switches

Nexus 9000 Series Fabric Switches

MDS 9000 Series Multilayer Switches

Network Convergence System (NCS) 1000 Series

Network Convergence System (NCS) 5000 Series

Network Convergence System (NCS) 540 Routers

Network Convergence System (NCS) 5500 Series

Network Convergence System (NCS) 560 Routers

Network Convergence System (NCS) 6000 Series

UCS 6200 Series Fabric Interconnects

UCS 6300 Series Fabric Interconnects

UCS 6400 Series Fabric Interconnects

IP HEi% IP Conference Phone 7832

IP Conference Phone 8832

IP Phone 6800 Series

IP Phone 7800 Series




IP Phone 8800 Series

IP Phone 8851 Series

Unified IP Conference Phone 8831

Wireless IP Phone 8821

Wireless IP Phone 8821-EX

4 IP 1% 3k Video Surveillance 8000 Series IP Cameras
BRI

Har, BRETCRAmisFEA TR ViR, 180857 K AZ
T2 BRI, RPCRPUEAME . B 740 T ki -

https://tools.cisco.com/security/center/publicationListing.x

3.2 B R eI RIER

EH, MERETRATHTEE 101 MaRENAY, A
Windows ZFEHATAALRIF (CNNVD-202002-510. CVE-2020-0662).
Windows LNK iz £ $4 17 X % J& #/ ( CNNVD-202002-544 .
CVE-2020-0729 ) . Microsoft Internet Explorer P 77 i I8 I A

(CNNVD-202001-876. CVE-2020-0674); Windows izt 2 5 [ %5/ i
izt FE AR 9 #4047 JW W ( CNNVD-202002-541 . CVE-2020-0681 ;
CNNVD-202002-538 . CVE-2020-0734 ; CNNVD-202002-646 .
CVE-2020-0817) %5 Z AN . LA A b i i X i & n] LAAE B
ARG EPATAE AR SRIH P AR, SRR . iR A




MAGZIRFR . HAT, SE ek mwileEsh T, #il
Jr LN S 2 BRI, PR BB A i o

kb

AR A & ¥ & Windows #:4E %t . Microsoft Office. Edge.
Internet Explorer. Microsoft Exchange Server. Microsoft Surface Hu
b. ChakraCore % Windows ~- 5 & N H B A FHALAE o SR 2 AN i
RGRAZ IR, HARR 6 AT U7 0] https://portal.msrc.micros
oft.com/zh-cn/security-guidance &1, IR TER U1 F

1. Windows iz 2 $4 17 18 8% Jw 7 ( CNNVD-202002-510 .
CVE-2020-0662)

I fE /. Windows Joik IERRALEE N AF H DN RN, Sl —A4
TEREARRE AT IR o 1Dy 0] FH b s e F ok 25 ] DLodd S A A SR 72 H
ARG EPUTEREANS . Bl v e 2288y BA . S0 OB
Aol BUE G 58 BURFRE vk 7

2. Windows LNK iz R AT ARSI (CNNVD-202002-544
CVE-2020-0729)

JWiF T 4. Microsoft Windows 7EALHELNK SRR PARAE — 1
AR PAT DI o ) FH e ] P Ot 2 7T RE 2 3R A 5 AN
FRTRI I P BLBR o Bl B T e 22 A F P RS %S LNK SCHRATER
RSB R Tk ) SO B T RS B K BN A8 B AR L R . A AR
Windows 35 & B a8 P AT LI Bh & (B iRt s, BT

J
HI



B LNK ST ) HAb AR AT S AR P i, Bo 5 R ATZE H bR R 48 B
1A

3. Microsoft Internet Explorer P77 I iA (CNNVD-202001-876-
CVE-2020-0674)

TR A 24 Internet Explorer ANIERf MG ] Y A7 AR O ST G B,
il — AT AR PAT IR o 12 IR T DU B0t 5 72 24w H - ) b
TP PATAE AN, PLHCSREIR A A7 . B A ] e i B 2l ]
LASRAS 5 2450 F P AR R B AR, a5 24 i A A 2 P BRR
o, WA F A PRI ) RSt BUd# ] B S 2R
HE . HOEH RS B G @A 5E A BOR KT

4 . Windows iz f£ 5 M % S i o A AC A IR AT IR T

( CNNVD-202002-541 . CVE-2020-0681 ; CNNVD-202002-538 .
CVE-2020-0734; CNNVD-202002-646. CVE-2020-0817)

IR Windows 8 5 I 25 /7 I o A7 AE 2 AN I AR A URE P AT
i, P ERPPEERSS S, Sl A% . A R
B B ] DL SR % 7 o B UF L P AT AR R A, B & T B e
TR B i B B GV e e M BUR B
K

5. Media Foundation PN 17 ¥ s i ( CNNVD-202002-528 .
CVE-2020-0738)

TR 24 Windows Media  Foundation A~ IE Ayt 7 il Py 47 7
PRI, SR — A m RS AT IR o 12 w] DA i3 7 2



BT SO AT R R ACRY, DLSRBEIR NAF . A s T 1
i T ASRAS 5 2 6 AR 1R P BB, 4n 5 5 iy 4s A B
AR & 57, IS Bt 2 i ml 4 ) 52 SR 1K) R Gt o TG P B 5 2
PR, BA . TR, Bk A 6 e M P AUR FEnik
Jo

6 . Microsoft ChakraCore #1 Edge W {7 # & J§ I

( CNNVD-202002-579 . CVE-2020-0710 ; CNNVD-202002-566 -

CVE-2020-0711 ; CNNVD-202002-580 . CVE-2020-0712
CNNVD-202002-572. CVE-2020-0713)

IR/ Microsoft Edge (EdgeHTML-based)fll ChakraCore H1 1%
FEL AR PAT AN I o Trhe 2 P A 2 e 2 24 80 F 7 BB SO i
ITAE AR, IR NAT . BCEh AR Z e T i Bt 2 7T LIRS 5 24 61 H
FORRTRNE R P BRI, SR A P A A B P BRI A Bt
BAE RS R Gt Bl nThE e 2 i s B S ]
PR B A e P BURBHTIR S

7. Microsoft Excel %fJf%E %N (CNNVD-202002-585.
CVE-2020-0759)

Js i fai /. Microsoft Excel HPA77E BEURE FRAT RN, iR VA
TR B L AL B A A TP B R o B ) A R R A 24 T
P BT CIs TR EAY . Bl B TR I R R e AR B
D B e s B G I S A T BUBR Rk 7



8.Microsoft SQL Server A1 Microsoft SQL Server Reporting Services
AT ARES IR (CNNVD-202002-496. CVE-2020-0618)

I B 24 Microsoft SQL Server F1 Microsoft SQL Server
Reporting Services % HiAb 3 5T THI 1 SR I, 2 fil 2 — AN @ FEARRS AT
I o B iz VR B B B 2 A i P B B R SR s AT AR A
fh, R s A B P R E S, IR A B ] A R 32
FWN RS, Bk b e 2 R, B EUEUREEE; o
A 582 P BUR BIHTIR -

AN

HET, WA T Ca kA TR T BRI, @9 7 ki
WIRIFSZ I, RYCRIPUSAME . BUBCE Jr SEEhakan k-

Fr | i 44 B BT

Jm

1 | Windows iz #2 $4.47 | https://portal.msrc.microsoft.com/zh-CN/security-guidance/advisor
£ 4 J§ W | y/CVE-2020-0662

( CNNVD-202002-
510
CVE-2020-0662)

2 | Windows LNK izEf% | https://portal.msrc.microsoft.com/zh-CN/security-guidance/advisor
AT A S % A | y/CVE-2020-0729

( CNNVD-202002-
544

CVE-2020-0729)

3 | Microsoft  Internet | https://portal. msrc.microsoft.com/zh-CN/security-guidance/advisor

Explorer N 7 il ¥4 | y/CVE-2020-0674




I i
( CNNVD-202001-

876 N

CVE-2020-0674)

Windows 37 2 5 1]
& 7 vty 76 TR AR A
17 T 1A
( CNNVD-202002-
541 N
CVE-2020-0681
CNNVD-202002-53
8. CVE-2020-0734;
CNNVD-202002-64
6. CVE-2020-0817)

https://portal.msrc.microsoft.com/zh-CN/security-guidance/advisor
y/CVE-2020-0681
https://portal.msrc.microsoft.com/zh-CN/security-guidance/advisor
y/CVE-2020-0734
https://portal.msrc.microsoft.com/zh-CN/security-guidance/advisor

y/CVE-2020-0817

Media
W 7 R I A
( CNNVD-202002-

Foundation

528 N

CVE-2020-0738)

https://portal.msrc.microsoft.com/zh-CN/security-guidance/advisor

y/CVE-2020-0738

Microsoft
ChakraCore A
Edge W AR i
( CNNVD-202002-
579 N
CVE-2020-0710 ;
CNNVD-202002-56
6. CVE-2020-0711;
CNNVD-202002-58
0. CVE-2020-0712;

CNNVD-202002-57

https://portal.msrc.microsoft.com/zh-CN/security-guidance/advisor
y/CVE-2020-0710
https://portal.msrc.microsoft.com/zh-CN/security-guidance/advisor
y/CVE-2020-0711
https://portal.msrc.microsoft.com/zh-CN/security-guidance/advisor
y/CVE-2020-0712
https://portal.msrc.microsoft.com/zh-CN/security-guidance/advisor

y/CVE-2020-0713




2. CVE-2020-0713)

7 | Microsoft Excel % | https://portal.msrc.microsoft.com/zh-CN/security-guidance/advisor
U5 & P RS 5% U TR | y/CVE-2020-0759

( CNNVD-202002-
585

CVE-2020-0759)

8 | Microsoft SQL | https://portal.msrc.microsoft.com/zh-CN/security-guidance/advisor

Server 1 Microsoft | y/CVE-2020-0618

SQL Server

Reporting  Services

I R PAT AL e 1
( CNNVD-202002-

496

CVE-2020-0618)

3.3Apache Tomcat A& YR TR @R

TH, EZRERZ4IWFE (CNNVD) Y F]><T Apache Tomc
at 3L IR (CNNVD-202002-1052. CVE-2020-1938) 1% I [#14i
%o BIHA) R R A B T LERE Tomceat AT webapp H = N
Rt . ZIsTA 45 Apache Tomcat 9.x. Apache Tomcat 8.
X. Apache Tomcat 7.x . Apache Tomcat 6.x Z£Z MAASIK) Tomcat.
H AT, Apache B J7 CEAM A& ME R %R Ui, @ &
AN 15 2 BT R, PR BB AN it

S Ry

Tomcat & Apache # {342 (Apache Software Foundation)




i) Jakarta T H 1 —MZOLITH, & JAVA HrE RSS2 —. To
mcat FAALE A SO B RIR B A A RE AT LR Tomceat
BT webapp H 5% T HAEE ST a3 wut B FH 3R (S0 EAR I ThRE
Wi mr A S i iR g5 v EAE— AN S A B R ISP ARSI S, S8
Ja AR AT S, AT SEBLAAS AT

£ 32 5200 Tomeat hieAH, 7 HIF /S 7 AIP Connector , H.
Wi E % Ui ) AJP Connector 453 TG OL T, o AAAERE 1%
TR B . Tomeat ) AJP Connector ERIABCE T BN EIR
A&, PR A2 IR T A A R RO AR K

fEERm

% SR IR A B Bk AT PAEE Tomeat FrB webapp H sk Y
RS BT iR R ABOARC E NE) Tomeat, H#7> to
mcat JRATE T A, BRI R e v = DS R A, EAS
HEBR AR RCAS ) Tomeat. S2MARRA T

Apache Tomcat 9.x < 9.0.31

Apache Tomcat 8.x < 8.5.51

Apache Tomcat 7.x < 7.0.100

Apache Tomcat 6.x

BREWR

HHl, Apache B 7 CRAA S MHMEEiZmAM 8, w72
% 9.0.31. 8.5.51 }% 7.0.100 kA X iR B T8, 3 P R



W2 BN, RUCKBUSAMEE. B 78T
http://tomcat.apache.org/tomcat-9.0-doc/changelog.html#Tomcat_9.
0.31_(markt)

FAETBE IR, HaFHEmSRSHHAETRZGAME To
mcat AJP Hhil:

1. WRHE AR Tomcat AJP i, WA LLE K Tomceat
F+4#) 9.0.31. 85.51 =% 7.0.100 WA TIRIABE.

2. XFF#fERAEH Tomcat AP i, {HICiFHEAT iR A 5837
BHE R ERAR A, AT B E M AJP Connector, BI0REH
W W ik SO T ZEASHL localhost.  FAR D BR:

(1) 4w#E <CATALINA_BASE>/conf/server.xml, $£F|u1F4T (<
CATALINA_BASE> & Tomcat T4 H3%):

<Connector port="8009" protocol="AJP/1.3" redirectPort="8443"
/>

(2) BUAT R (BUE M AT )

<!--<Connector port="8009" protocol="AJP/1.3" redirectPort="84
43" [>-->

(3) HsekE )5, #EH Tomcat Rin],

ikt CNNVD SRS —Ab i K= RHA TR A Al
(ISP




