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FRIE E A= B2 4IRIFEE (CNND) Giit, A (2020 422 A 3
HZE 2020 4F 2 H 9 H) ZalwABWLT:

ATFRIRTEL

A JE CNNVD AL 24T 260 4, 5 B (496 ) AMHELEZD T
T 47.58%.,

A JE CNNVD fiJwil 268 A, Hig BHAR” i G 2R
D) 04, MKE R ARG IRE (EHT)RF) 268 /1,
AL CDP % & 222 w7, R BRI 8000 &7
IP & 1% =k CDP iz F& A8 Y P AT I W CNNVD-202002-127
CVE-2020-3110 ) . L Bl VoIP H 4% CDP & f£ % 14 $h 47 I 1A
(CNNVD—-202002-128 CVE—-2020-3111) . 5% LA FH i e g 1 Mo s 3
A DUZFEPATAE B, SKINASEHR . B, BEE T 2 RAAIRIFE
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— ATRIAREL

AR 45 E 22 2RI B (ONNVD) it , 788 22 4 IR I 260
A, IR B A BT TR W R 2041 K Nexteloud 2 mlET S I
W%, B 214 WRIFREAKRE, B5ukIA 1) 2 2N & R
K, IEF] 14, 62%. FriGIRIFE S, HiRES, BakE 314, &
iR 80 A, HfEIwIE 139 A, (RfEwFE 10 4. MRABEE 5N
77.42%. 87.50%. 73.38%F1 80.00%. MR T {52411, Ait 204
MFIHCABEAT KA, BARIBEEFRA 78. 46%.
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(2 RERRATHEL
MR RE , Nextcloud ARIBHGNERZ, A 21 1. &
] IRECEATINER 1R,
AR e L AN

5 B RREE (A | Frdsl
1 Nextcloud 21 8.07%
2 IBM 15 5.76%
3 GitLab 14 5.38%
4 Qualcomm 11 4.23%
5 Atlassian 9 3.46%

2020 £ 2 A 3 HZE 2020 £ 2 H 9 H, EW/) &iwE 6 4, Aifl
AR ERZ, A5, EAN) HiREEAREEES 100. 00%.
TESZRG P OE) R IE EAE N, R TR Eckh TR RN .

MIRTFAZE RIS E, 15 5l ARSI (9 22 AU o5 LK, 153 14. 62%.
IR Gt ansk 2 o

% 2 ARG &

5 b = EE-gis RWREE (4 | Frdatsl
1 w5 ik A 38 14.62%
2 A N IR IE A 1% 23 8.85%
3 7 Btk &5 21 8.08%
4 PR A IR 15 5.77%
5 ZEph X FiR 15 5.77%
6 FZAL 7] 2 12 4.62%
7 AR [ 85 9 3.46%
8 P50l 7 SR P 1 9 3.46%
9 SQL 7 EA 8 3.08%
10 P15 38 [T 8 3.08%
11 Ty 1) 35 1l % 5 1.92%
12 BIERFWRTEN 3 1.15%
13 EA 2 0.77%
14 s Oyt ) it 1 0.38%
15 0 [ @t 1 0.38%
16 B AT 2 ] 1 0.38%
17 mATEAN 1 0.38%
18 AL ] @ 1 0.38%




19 e g2k in) 0.38%
20 IR ] 0.38%
21 ¥ R T P AR 0.38%

(=) REFRAEFEHRSLEBL

A JE LR AT G IR 31 A4, SfEIRIE 80 4y, &R 139 4,
RSEIRTA 10 4> AHRAE R Z 5518 77. 42%.87. 50%. 73. 38%F1 80. 00%.
RIEAN TE B GE, &i 204 NMRREEBEANT kA, BEBER
9 78. 46%%. TEAHTEHLUNZR 3 BTN
% 3 e g S

PS5 | BESE | RAEE () | BEHEUS) | BEX
1 EEp N 31 24 77.42%
2 = 80 70 87.50%
3 HifE 139 102 73.38%
4 iKf& 10 8 80.00%
it 260 204 78.46%
(09> & J& B B IRIR L)
A JE] B B IR S Ak 4 B
R 4 A E LRI LA
a2 R . : =g | BF
= . RR%S J TR 4 By | =g
i N B6AIE Z#K Qualcomm f=f | .
1 = CNNVD-202002-201 | Qualcomm o DI R = | HE
AT R . Cisco 10S XR #% %, o
2 NNVD-202002-131 \ | =
e | C 02002131 | CisCO |y i | | O
IBM Security
3| M@ | CNNVD-202002-043 IBM Directory Server % | & | &fE
I s ]

1. %3 Qualcomm j= ¥y NKESE RIRIA (CNNVD-202002-201)




Qualcomm MDM9206 Z5#R /&3 E =i#H (Qualcomm) 2] HIF= o

MDM9206 J&— 3K 1 JALBEEE (CPUD 7= fifro MDM9607 s — 3 i s Ab 2 2%
(CPU) 7. SDX20 & — 3K 25 .

%3 Qualcomm /™ i F1H) Video AAAERIARIEES URIG . 1% IR
PR P 2% Z 8 B it AR i AN B HEAT IERA RO S0 AIE o BAR 72 i ARl
S E A

— Qualcomm APQ8009

— Qualcomm APQ8017

— Qualcomm APQ8053

— Qualcomm APQ8064

— Qualcomm APQS8096AU

— Qualcomm APQ8098

— Qualcomm MDM9206

— Qualcomm MDM9207C

— Qualcomm MDM9607

— Qualcomm MSM8905

— Qualcomm MSM8909W

— Qualcomm MSM8917

— Qualcomm MSM8920

— Qualcomm MSM8937

— Qualcomm MSM8939

— Qualcomm MSM8940



Qualcomm
— Qualcomm

— Qualcomm

Qualcomm
— Qualcomm

— Qualcomm

Qualcomm
- Qualcomm
- Qualcomm
- Qualcomm
- Qualcomm
- Qualcomm
— Qualcomm
— Qualcomm
— Qualcomm
— Qualcomm
— Qualcomm
— Qualcomm
— Qualcomm
— Qualcomm
— Qualcomm

— Qualcomm

MSM8953
MSM8996
MSM8996AU
MSM8998
Nicobar
QCS405
QCS605
QM215
Rennel 1
SA6155P
Saipan
SDA660
SDA845
SDM429
SDM429W
SDM439
SDM450
SDM630
SDM632
SDM636
SDM660

SDM670



Qualcomm SDM710
— Qualcomm SDM845

— Qualcomm SDX20

Qualcomm SM6150
— Qualcomm SM7150

— Qualcomm SM8150

Qualcomm SM8250
— Qualcomm SXR1130
— Qualcomm SXR2130
HAT) S RAb T LME R IR, 4T SR
https://www. qualcomm. com/company/product—security/bulle
tins/february—-2020-bulletin
2. Cisco I0S XR #&FALFAFEEHIRINIA (CNNVD-202002-131)
Cisco 10S XRZEEMEL (Cisco) AM—ERNILMBK KT
RHEAER G
Cisco I0S XR Cisco Discovery Protocol HAELEME AL FZAF R
BRI o 2N T X 48 2 G0 B0 i RS AR A A5 R T 2
By, XNSHEEM, BESFITIEATH .
HET B RATHAb T MBEEIR, 4T SREUEERE
https://tools. cisco. com/security/center/content/CiscoSe
curityAdvisory/cisco—sa—20200205-iosxr—cdp-rce
3. IBM Security Directory Server HN%%|a]fRIIH
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(CNNVD-202002-043)

IBM Security Directory Server je35H IBM A® H—&MEH T
B H VTP (LDAP) Ak B A BRER A o iR R it —A
A 1 S B LA 28K, T S Bk,

IBM Security Directory Server HA7fE % vl @RI« ZIR1H
Y51 28 ZR e Sl R IERA AT AR SR B RS 05, BN AR IE N
L g9inE . WSO EURE B AR

HAT) 2 AAm T b T MBI, #h T 3R -

https://www. ibm. com/support/pages/node/1288660
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D) 04y, MKER RGN (FHHRIFIF) 268 /.
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TH, E5ER24RFERE (CNVD) 136 T BA CDP %4 24
ZA TS SRS, AR BRI 12 8000 R %1 TP #5453k CDP i
FEACHS $AT IR (CNNVD-202002-127. CVE-2020-3110), EE} VoIP
H {6 CDP i FRA 4047 3H  (CNNVD-202002-128, CVE-2020-3111)
FZ IR DR X SRR B S, ] DL R AT AR AR,
SRR GRR . Al Firepower 1000 Series. 10S XRv 9000 Router.
Nexus 1000V Switch. IP Conference Phone 7832, Video Surveillance
8000 Series IP Camera 552K &2 kiAW . HEr, BRE
Ji e RATRIARN TAEE 7RI, 15 P & A= S Z B R TRER ,
PR BB M
(—) FRNH

SBRLA AR 2 [ — R 5 AR 7 S BERIR, CDP 2 AL (Cisco)
THWEZZ BIRFEERE) M, EZ AR A B AR
BB AT S B JUFrE ER &, B HL. Bhge. 1P
HTERIERAR LSS, #SCHL T CDP Hhil, HIXEei & ) B38R0S
H] CDP.

1. ERHIAINE T 8000 &5 1P #5453k CDP @ A2 AL AT IR
(CNNVD-202002-127. CVE-2020-3110):

BRI 12 8000 £ 41 TP FAR Sk ¥y CDP PSS I AE i A Hicths
Fiff) DevicelD FEi, f7/E kR BRI BRI H LI, ik
A LS H R 158 St s PR A RS P AT B AE 46 i 55 i

2+ BEL VoIP HL1l CDP ARG AT i (CNNVD-202002-128.
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CVE-2020-3111)

SR VoIP HLE Y CDP P SEILAE A BT CDP ¥ £ ) Port ID 7
BYiT, AFAEM IR o 38 IR F IR, Bodias vl LG H AR 4 5
T PR AR PAT BB 46 e 55 Bt

3. KR 10S-XR CDP #% :ALF 45 H3 i (CNNVD-202002-131,
CVE-2020-3118)

JBARL10S XR [ CDP PRCSEE, FEMEMT CDP iFR A P 2 L 1F
BB (s 1D s 1D 25, fFEMR LT8R, @
S P IR, Bodi o v LATE H bR B3 EPATAE AR, SRELR S
BURR

4. JRINX-0S CDP AR AT IR (CNNVD-202002-130.
CVE-2020-3119)

B4 BRL NX-0S B 1B 1 CDP Y SEEH, fERENT & H Pok

(Power over Ethernet) i§3R<Bf) CDP Hdls Ly, FFIEM i
TR o 38R IR, Mo n CAE B AR S Bl BT AR AR, 3R
ARG -

5. HARLFX0S. 10S XR. NX-0S CDP FE 4K 2% I i

(CNNVD-202002-129. CVE-2020-3120)

iE474 MR FX0S. 10S XR Bk NX-0S #AERI ¥ 4%, FL CDP Bl s
PUAFEFE LR 55 i o B FH IR, Boas & nl DAHE AT A IX S 4K
PR B AR B BEAT IR 48 I 55 Bt
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(Z) fEEMmM

A X L il ) Bk, AT BLZ AR AT AR B AR, SRELR St
IR, BEEHFirepower 1000 Series. 10S XRv 9000 Router. Nexus
1000V Switch. IP Conference Phone 7832, Video Surveillance 8000

Series IP Camera 25 FN & s, HARM T,

F5 | KA 25

1 % HH 2 ASR 9000 Series Aggregation Services Routers
Carrier Routing System (CRS)

Firepower 1000 Series

Firepower 2100 Series

Firepower 4100 Series

Firepower 9300 Security Appliances

T0S XRv 9000 Router

White box routers running Cisco 10S XR

2 AL Nexus 1000 Virtual Edge

Nexus 1000V Switch

Nexus 3000 Series Switches

Nexus 5500 Series Switches

Nexus 5600 Series Switches

Nexus 6000 Series Switches

Nexus 7000 Series Switches

Nexus 9000 Series Fabric Switches

MDS 9000 Series Multilayer Switches

Network Convergence System (NCS) 1000 Series

Network Convergence System (NCS) 5000 Series

Network Convergence System (NCS) 540 Routers
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Network Convergence System (NCS) 5500 Series
Network Convergence System (NCS) 560 Routers
Network Convergence System (NCS) 6000 Series
UCS 6200 Series Fabric Interconnects
UCS 6300 Series Fabric Interconnects
UCS 6400 Series Fabric Interconnects

3 IP H1E | IP Conference Phone 7832
IP Conference Phone 8832
IP Phone 6800 Series
IP Phone 7800 Series
IP Phone 8800 Series
IP Phone 8851 Series
Unified IP Conference Phone 8831
Wireless IP Phone 8821
Wireless IP Phone 8821-EX

4 1P #:1% | Video Surveillance 8000 Series IP Cameras

k

(=) BEEN

Har, BRE T CRAmREA TBRE Vi, 605 K2
T2 2N, ROCRPEHME . B4 T bk ke

https://tools. cisco. com/security/center/publicationlList
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