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1. 2.1 jmE @5

1 A iR AR S LW 1 iR, Oracle 2> &) IR RIA E) 205
A, HEARHRFRBER 15.52%. A H KA 7 wREESH T L
Tt K. I1BM &E) R BRI £ B HH LA [RIFE FE R B

1 2020 4F 1 AT RIRTY G ARG

5 IRz RRHE v o5 et
1 Oracle 205 15.52%
2 (ZEN 50 3.79%
3 AR 44 3.33%
4 GitLab 36 2.73%
5 Qualcomm 29 2.20%
6 IBM 20 1.51%
7 RedHat 19 1.44%
8 A 18 1.36%
9 U] 17 1.29%
10 Mozilla 15 1.14%
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1 A FRBERSNRAS I ER R 2 Pros. AH Windows
RYNERAE R GRS 36 2%, HA R ik R4t 30 2%, k55 atk
YER % 35 %. A H Windows 10 JgiAERZ, £ 324, HIFHHE
YE R GRS &1 17.20%, HE4EH
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3 Windows Server 2012 26
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5 Windows Rt 8.1 22
6 Windows Server 2008 19
7 Windows 7 18
8 Android 13
9 Linux Kernel 2
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4 BN IAIE AR R 69 5.22%
5 BEURE LR 54 4.09%
6 A 7] R 50 3.79%
7 BAER R ATEN 37 2.80%
8 FAL 7] 7 34 2.57%
9 I S 17 R Phy 1 32 2.42%
10 SQL iEA 31 2.35%
11 PR T 31 2.35%
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15 Je B 7 0.53%
16 FAT 1] e 7 0.53%
17 Jn e 5 0.38%
18 ATEA 4 0.30%
19 50 R A ] 4 0.30%
. ﬂllﬁﬁﬁggﬁ i) 42 1 A 0.30%
21 AN 3 0.23%
22 H &5 Bt 5R 2 0.15%
23 AL ) 2 0.15%
24 Hetfs Dyt ] et 2 0.15%
25 Hershin 1 0.08%
26 AL 7] 1 0.07%
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T rmem | wwmm | smpm | s
1 Oracle 205 205 100.00%
2 Microsoft 50 49 98.00%
3 Cisco 44 41 93.18%
4 GitLab 36 36 100.00%
5 Qualcomm 29 29 100.00%
6 IBM 20 18 90.00%
7 RedHat 19 0 0.00%

8 Google 18 18 100.00%
9 N 17 17 100.00%
10 Mozilla 15 15 100.00%
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LiteSpeedTech
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CNNVD-202001-017 Docker
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CNNVD-202001-1311 magento JIb R |
CNNVD-202001-962 Honeywell
CNNVD-202001-1228 gitlab
CNNVD-202001-1090 Koha
CNNVD-202001-1093 Koha
= IBM Jazz Reporting
7 SQL J EA CNNVD-202001-325 IBM i ey v
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1. Cisco Data Center

Network

(CNNVD-202001-047)

Manager {5 4E & = 1 & I% H

Cisco Data Center Network Manager( DCNM )2 3 [E A&} Cisco)
AFH—EHIE T OEH RS ZARGE T Cisco Nexus A1 MDS
RINZHHL, RO T B E AR R E T RE .

Cisco DCNM 11.3 -2 Hif i A H ) B 43 Bl AL A7 A5 AR 2L i) et




el o 2GR 07 2 WA B s B AR O A A 2 1 4 WM FH % T Vi LA
B AR PATAE SR
HAT) S Ab T LMB R IR, 4] SR
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisor
y/cisco-sa-20200102-dcnm-auth-bypass
2. Google Chromium speech recognizer #H44 %I P45 = IKH
(CNNVD-202001-867)
Google Chromium 2 3& [E 233k (Google) F)— K FFIR K Web 31 %
#¥ . speech recognizer &3 A 1) — N EE IR B A .
Google Chromium 79.0.3945.130 2 Al i A H /Y speech recognizer
AAFAFAE YR E PRA RN o B2 m) M IR TR AT A S AR .
HAT) S Ab T LME R IR, b T SR
https://chromereleases.googleblog.com/2020/01/stable-channel-upda
te-for-desktop _16.html
3. Microsoft .NET Framework % A % iF 4 R W W
(CNNVD-202001-510)
Microsoft .NET Framework 723 E %% (Microsoft) 2] H]—Ff
A H— B i A, 12 —A> T4 & Windows . Windows Store.
Windows Phone. Windows Server A1 Microsoft Azure 115 F 2 7 I
RVE. %60 C#A Visual Basic Znfiis 5. A LB S a7 EM
Iz 2R

Microsoft NET Framework F A7 AR AT IR, 1ZIRIFAVRE
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M) RS, LU= hh M AR 52 3520 Microsoft NET Framework
3.0 SP2 WA, 3.5 hiAs, 35.1 MiiAs, 45.2 A, 4.6 A, 4.6.1 fiUAs,
4.6.2 A, ATIRAS, AT1MRA, 472 RA, 4.8 A,

HEl) m AT T BRI, ] 3R

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/
CVE-2020-0646
4. DTEN D5 Al DTEN D7 #ZAXA@#&#H (CNNVD-202001-126)

DTEN D5 #1 DTEN D7 #8/& DTEN 2 &) f)— kil {2 2 .

DTEN D5 Al D7 1.3.4 Z Hif A AFAE 22 A« B 5 ml A
PRI BT R S8 HIFATAEEAREY, 3REL Zoom Client FT .75 H 4L
i o

HEl) m eI geab T MR, FIHIERE mER:

https://www.displayten.com.cn/

5. Adobe Illustrator CC Z&Js{H (CNNVD-202001-529)

Adobe Illustrator CC & —F R T HIAR . 2 BEARAAELL BRI T
N2ZREP S =€ HITIECE

3T Windows “F- £ 1] Adobe Hlustrator CC 24.0 % 2 K it A Hi 77
FE N AFARIAN IR o« Bt ] A Y iz e iR i P B B R SO AT A
ALY

HET) H AT T BRI, ] 3RBEE%:

https://helpx.adobe.com/security/products/illustrator/apsb20-03.html
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FasterXML Jackson #& €& FasterXML /A &) i —2Ki&E H T Java f
s ab 2 T H. . jackson-databind & HH 1) — N BA BE S0 E TR A
.

FasterXMLjackson-databind 2.9.10.2 2 §ij ) 2.x i A Fh AELEARAS, i)
R o 12 YT DX 4% 2R 0 5™ et R AR T A A P AR AR 1AL T B S
AN 3 ) 1) L

HAT) S Ab T LME R IR, 4T SR

https://github.com/FasterXML/jackson-databind/commit/fc4214a88
3dc087070f25da738ef0d49c2f3387e
7. 1BM Jazz Reporting Service SQL yEAJHIH (CNNVD-202001-325)

IBM Jazz Reporting Service (JRS) &FEE IBM A& 1—&HIH
T 5 2040 o 127 A R AR R B R B AR AN A i ] B AR S Th R .

IBM JRS 6.0.6.1 fit A 1 474E SQL NI . I FEICli 5 ml £ Bl
Rl i) SQL G AA I iZIeIH &S, AN, B0l Bk a b s 2 o
5 B

HAT) SR Ab T LME R IR, T SR

https://github.com/FasterXML/jackson-databind/commit/fc4214a88

3dc087070f25da738ef0d49c2f3387e
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1. Adobe Experience Manager {5 5t 5 ¥ (CNNVD-202001-626)
Adobe Experience Manager (AEM) Z&EFE B L (Adobe) A
) B ] R Rt | R 2 I R e N B ) A R R T
B RSB NAE R, MR EEMZ L S
Adobe AEM 6.5 it A 6.4 F A AN 6.3 WA i A7 2 A5 /2. it e v«
s 5 m] A AR R SR BUBURRE S

HAr] i AT geah T MER IR, b T 3R UEER: -

(EBLIE R

https://helpx.adobe.com/security/products/experience-manager/apsb

20-01.html

2. Cisco Data Center Network Manager {558 2 1) S ¥HIH



(CNNVD-202001-040)

Cisco Data Center Network Manager (DCNM) &3 E A} (Ci
sco) ol —EHIFEPOEM ARG, ZRGEH T Cisco Nexus Al
MDS R A HML, SEAAE AL B E AT R ER S5 D BE .

Cisco DCNM 11.3(1)Z FihRAS 1) Web 5 3 5 AE RS AF ) BE
I R o e AU 3 AT AR B S R A 1R T S0 B 4 BRI

HET BRI AN T MBI, 4T SREEE R

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisor
y/cisco-sa-20200102-dcnm-auth-bypass
3. £z Qualcomm F= i AUEAE RIS (CNNVD-202001-178)

Qualcomm MDMO9607 &5 #5235 [ /538 (Qualcomm) 2 &) 97 i o
MDMO607 f&—#k i JeAb B 2§ (CPU) 7=, SDM660 &3k dehb
A% (CPU) 7=, SDXS55 J&— ki il il v 25

% 7% Qualcomm 7= i /1K) Audio FAEH NI E £ R IR o 1% 7R
PET P 2% 2 S8 B3 ot AR iy AN B HEAT IERR A S0AIE o BAR 7= i ARl
A5 F|FM: Qualcomm MDMO9607; Nicobar; Rennell; SA6155P;
SDM660; SDX55; SM6150; SM7150; SM8150; SM8250; SXR213
0.

HET B RATHAb T MBEEIR, 4T SREUEERE

https://www.qualcomm.com/company/product-security/bulletins/jan
uary-2020-bulletin
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Schneider Electric EcoStruxure Geo SCADA Expert (ClearSCA
DA) j& % it 7 B 5, (Schneider Electric) A7) 1—% 5 R &
AT (SCADA).

Schneider Electric EcoStruxure Geo SCADA Expert (ClearSCA
DA) FAFAES A R« 12 JeYE T 9 4% 2 G0 50 it /b B 47 56
UETE I B A s AN o LU P2 i S JRAS 32 2520 . ClearSCAD
A 2017 R3 LA, ClearSCADA 2017 R2 fiiA, ClearSCADA 2017
A

HET B e RATEAN T MBEE IR, 4] SRR

https://www.se.com/ww/en/download/document/SEVD-2019-344-0
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5. Cisco Data Center Network Manager #4238 i IKiH

(CNNVD-202001-030)

Cisco Data Center Network Manager (DCNM) &£ EERl (Ci
sco) ol —EHIEPOEHARA. ZRGEH T Cisco Nexus Al
MDS R AISZHML, SEEAAAE AL B B AT bR R S5 D) BE .

Cisco DCNM 11.3(1)Z i i A~H 11 Application Framework Jjfig
FEAE AT IR, 1R TR T A2 7 1A 78 70 3 ik 3% 2] Applicatio
n Framework i £ A AN o S BRI m]E i R e A 3 SR A
iz CUE BEAURAE RGP e B, 9 'S s AT AR = 0

HET B e RATHA T MBI, 4T SREUEERE



https://tools.cisco.com/security/center/content/CiscoSecurityAdvisor
y/cisco-sa-20200102-dcnm-path-trav
6. OSlsoft PI Vision B§ufiE K& R (CNNVD-202001-521)

OSlsoft Pl Vision #2 3 [ OSlsoft 2 F] 1) —& R N Z) B & U
7] PI System #4lE Al #AL TR, EFFHAECEBS . BIR. BdiE
EVERIE A E NS

OSlsoft Pl Vision 2019 Z Fif A P A7 A2 B il 1 KON i il . 1%
IS T WEB N AR FE 70 B b i K2 R H w5 P o Bl w4
F 2 T8 T 52 R 25 7 i ] IR 55 as AR AR TR B K . 6

HE) m eI gab T UMB R, FHIERE mER.

https://www.osisoft.cn/

7. Microsoft Internet Explorer 22X 45 %= IHTH
(CNNVD-202001-504)

Microsoft Internet Explorer (IE) s2&ZEE#E (Microsoft) 23]
f)—K Windows #:1F 2 Gt M7 i) Web 31 B8 4% .

Microsoft IE 9. 10 Al 11 " AFAEE AR SAT IRl %IV T
REFP I LW VT 0] A A7 R R B 2 ) R i 42 24 50 7 /B
P PATERAS, RN AE,

HET) H AT T BRI, T 3RBEE%:

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/
CVE-2020-0640
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(CNNVD-202001-034)

Cisco Data Center Network Manager (DCNM) &3 E A} (Ci
sco) ol —EHIFEPOEM ARG, ZRGEH T Cisco Nexus Al
MDS R A HHL, SEAAAE AL, B E AR R R 5 ) BE

Cisco DCNM 11.3(1)Z HihiA<H 1) SOAP API /74E SQL ¥ A
T, ZIRTRVE TR 3% E 72 SIESE 22 207% APL IR PN . mFE
7 AT A AR AR SR Z IR TR AT AR B SQL o

HET BRI AN T MEE IR, 4] SREEE R

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory
/cisco-sa-20200102-dcnm-sql-inject
9. Microsoft Internet Explorer Z42JRIFAVKIH(CNNVD-202001-876)

Microsoft Internet Explorer (IE) &3 [E % (Microsoft) A ]
f)—K Windows #:1F 2 Gt I i) Web 3 B3 4% .

Microsoft IE 9.10 A1 11 1 JAIAS 5] B A PR Y AR R T IATAE &
Gl o Bt A A iz IR AR 2 00 BB SO AT AR AR,
PR N AE

HAT] MeRAMmA S, EwmRTRIGESE, A5

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/A

DV200001
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https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/ADV200001
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Windows RDP [ 5k 55 a1 AR ARG 44T (CNNVD-202001-475.
CVE-2020-0610) . Windows 3z 2 5 [ %5 /7 i iz £5 A A5 $4 47 I 1
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